Tunneling

Below you will find how you can setup a tunnel from your Home Windows Desktop (or laptop)

to your personal desktop or to access your Lab computer to see the data acquisition running in
the Lab..

P.S. On the Windows computers SMG needs to create an account in the remote desktop user list.
Please record your computer name and extend this with the domeinnaam before you are going to
try the access from home, this information is recorded on the computer itself. E.g.
(smg01.physics.leidenuniv.nl). Mail this information, including your account name, to
helpdesk@physics.leidenuniv.nl.

Use or install VNC (Virtual Network Computing) on your lab computer if it is running
Linux/Unix.

Beschrijving hoe tunneling thuis wordt opgezet:

1. Get the most recent version of the sftp program “Tunnelier”

from:https://www.bitvise.com/ssh-client-download

Install Tunnelier using an account with administrator rights ( if you have not setup this as

a separated account, you have administrator rights on your computer by default).

Start tunnelier.

Go to tab “Login” and modify the content according to fig.1

Enter as “Username” your standard Physics username, prepend it with physics\.....

Change “Initial Method” from Password default to None.

Go to tab “Options and Terminal” and modify the content according to fig.2

Uncheck the check box for “Open Terminal” and “Open SFTP”.

Go to tab “RDP” nd modify the content according to fig.3

0. Enter the name of your personal Desktop or lab computer at work into “Target Server”
e.g. (SMGO1.Physics.LeidenUniv.nl). This is possible only after SMG has created a
special account for you on the work desktop/lab computer.

11. After all this save the configuration by clicking the icon “Save profile” at the left side.

12. Test this profile by closing and restarting Tunnelier and load the saves profile.

13. Now click “Log in” left bottom.

14. After this you will see a window: fig.4 ‘Host Key Verification’ and click to ‘Accept and

Save’.
15. Then the Login windows appears fig.5, now enter your password.
16. If you want to connect to your persona Windows Desktop of Lab computer click the icon
“New Remote Desktop” on the left. Fig.6
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Fig. 1
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03:41:56.291 Current date: 2020-03-13

03:41:56,291 Bitvise S5H Client 8,38, a fully featured 55H dient for Windows.
Copyright (C) 2000-2020 by Bitvise Limited.

03:41:56.291 Visit www.bitvise.com for latest information about our S5H software.,

03:41:56.291 Run 'Bw3sh -help' to learn about supported command-ine parameters.

08:41:56.291 Cryptographic provider: Windaws CMNG (x86) with additions

08:41:56.651 Version status: Current
This is the latest release.

i /03:41:56.705 Loading default profile.



Fig.2
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03:41:56.291 Current date: 2020-03-13

03:41:56.291 Bitvise 55H Client 8,38, a fully featured 55H dient for Windows,
Copyright (C) 2000-2020 by Bitvise Limited,
02:41:56.291 Visit www.bitvise.com for latest information about our 55H software.
08:41:556.291 Run 'BvSsh -help' to learn about supported command-ine parameters.
03:41:56.291 Cryptographic provider: Windows CMG (x86) with additions
08:41:56.651 Version status: Current
This is the |atest release.
i 08:41:56,705 Loading default profile.




Fig.3
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03:41:56.291 Current date: 2020-03-13

03:41:56.291 Bitvise 55H Client 5,38, a fully featured 55H dient for Windows,
Copyright (C) 2000-2020 by Bitvise Limited,

02:41:56.291 Visit www.bitvise.com for latest information about our S5H software.

03:41:56.291 Run 'BvSsh -help' to learn about supported command-ine parameters.

03:41:56.291 Cryptographic provider: Windows CNG (x86) with additions

08:41:56.651 Wersion status: Current
This is the latest release.

03:41:56.705 Loading default profile.




Fig.4

New host key

Either the connection to this host is being established for the first time
or the host key has been removed from, or never saved to the database.

Please contact the server's administrator and wverify the received key,
Accepting the host key without verification is not recommended.

Connecting to ssh3.physics.leidenuniv.nl: 22
Host key algorithm: RSA, size: 2048 bits,

MD5 Fingerprint:
65:05:df:8f:28:98:ef:0b: 7144 2o fcfi 90 Deic3

Bubble-Babble:
xuhag-ovih-cezem-kedel-tykop-tusom-nelul-dipog-mivyv-gisob-raxex

SHA-256 Fingerprint:
xD0ZenskMIb9NcHwVdjeUxH hd +2a80hc3ZtTaZBps

Accept and Save Accept for This Session

Host Key Verification >

Accept and Save

Fig.5

User Authentication oo

Connecting to: ssh3.physics.leidenuniv.nl: 22,
SPM: host/ssh3.physics.leidenuniv.nl

IJsername | physics\wuyvenhoven |

Method password &

Password | | |
[ ]change password

Cancel




Fig.6
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. Closing and minimization
Default profile

login - Optons Terminal RDP  SFTP  Services €25 S52C 55H  Motes  About

f SErver Authentication
otz 1L =5t Host | gsh3.physics.leidenuniv.nl | Lsername | physicskuyvenhoven |
= Port ] Enable obfuscation Initial method | passward w
=]
Bitvise 55H [ store encrypted password in profile
Server Control
Panel Kerberos
— | | Enable password over kbdi fallback
E [ G55/ kerberos key exchange Elevation Default i
New terminal Request delegation
console
gssapi-keyex authentication
Mew SFTP Proxy settings Host key manager Client key manager Help
window o e T e s L g e Lt s R
i 08:48:44.637 Started a new S5H session,
i /08:43:44.645 Connecting to 55H server ssh3.physics. leidenuniv.nl: 22,
' i J08:48:44.658 Connection established.
Mew Remote
Desktop i 08:43:44.677 Server version: 55H-2,0-OpensSsH_7.4
i

03:43:44.677 First key exchange started. Cryptographic provider: Windows CNG (x86) with
additions

i 03:43:44.689 Received host key from the server. Algorithm: RS54, size: 2043 bits, SHA-256
fingerprint: xD0Zen&kMIbI¥ciHwWVdiGUxH hd +2a80hc32tTaZBps.

i /08:43:44.694 First key exchange completed using Curve25519@libssh, Session encryption and
integrity: aes256-gcm, COMPression: None.

03:48:51.867 Attempting password authentication.
03:48:52.754 Authentication completed.

03:48:52.739 Added dient-to-server port forwarding rule on 127.0.0.1:222 to
datal2.physics. leidenuniv.nl: 22, W




